JNNabopaTtopHaa paboTta Ne2

KoHTponb uenoctHocTn (6MUTbl YeTHOCTU, KOHTPONbHbIe L pbl, CRC n ECC)
B nabopatopHoun pabote Heobxoanmo onpeaenuTb KOHTPOSbHbIE JAHHbIE C
NCNonNb3oBaHNEM crieaytoLmx crnocobos:

- BUTOB YEeTHOCTU. B KauecTBe MCXOOHbIX AaHHbIX MPUHATL BUTOBOE
npeacTaBneHne d0yke damunum B COOTBETCTBUM C Koamposkon Windows 1251
(Tabn.6.2);

MaputeTHbIN
BykBa ButoBasa ctpoka 6ut

yeTHbIM (odd) HedeTHbIN (even)

- KOHTPOJbHbIX Undp. B kavecTBe NCXOOHbIX JaHHbBIX NPUHATE Heobxoaumoe
KOJSIN4eCTBO UMdp (3a UCKITIOYEHNEM KOHTPOSIBbHOW) U3 CTPOKK, COCTOALLEN U3
KogoB OYKB (haMunuu, UMeHN 1N O0TYECTBA COrfacHO UX NOSIOXKEHUIO B andasuTe:

- no anropuTtmy JlyHa (15 undp);
- Ana wrpuxkoda no craHgapty EAN-13 (12 undp);
- ans IHH dpuamueckoro nuua (10 umdp);

- NS KOOOB CTaHUMIW Ha »Kene3Ho40poXHOM TpaHcnopTe (5 undp);

- KOHTpOIbHbIX cyMmM (CRC). B kadecTBe UCXOOHbIX AaHHbIX NPUHATL Kogbl 1-o1n, 2-
on n 3-en 6ykBbl CBOEN haMUNK COrNacHO MX NMOMNOXEHUIO B and)aBunTe;
nopoxaatowero nonmHoma - G(x) = x4 + x1 + x0.

- koga koppekunn owndok (ECC). B kavyecTBe MCXOOHbIX AAaHHbLIX MPUHATL NepBble
11 6GuTOB NepBbIX ABYX BYKBbI CBOEN hamMuUinm B COOTBETCTBUM C KOANPOBKON
Windows 1251 (tabn.6.2). PaccunMtaTb BEKTOP KOHTPOSbHbLIX BUTOB U BEKTOPA
CUHAPOMOB NPU OTCYTCTBUM OLUNOKM, OANHOYHOM N ABONHOM OLUMOKE.
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[Mpn ocbopmneHnn otyeta HeoH6Xo0AMMO NPUBECTU HEODXOAUMBbIE Tabnnubl,
NCXOOHbIE AaHHbIE, pacyeTbl U pe3ynbTaThl.



IMPOTOKOJIBI KOHTPOJISA HEJIOCTHOCTH

15.1. OOwmue cBencHus.

15.2. [IpoBepka 4ETHOCTH.

15.3. Ucnonk30BaHnEe KOHTPOJIBHBIX ITUQD.

15.4. Ucnionb30BaHKE KOHTPOJIBHBIX CYMM.

15.5. Ucniones3oBanue ECC.

15.6. cnons3oanue DLIII.

15.7. Ucnions3oBanue MAC-k010B.

15.8. KomOuHMpOBaHHBIE METObI (HA IPUMEPE KECTKUX MArHUTHBIX JTUCKOB).

Bomnpocs! 1151 caMonpoBepKH.

15.1. OOurue cBeneHus

Kak Obu10 0OTMEUEHO B IIepBOH JIEKIIMH, LIEIOCTHOCTD SIBJSETCS] OAHUM U3 TPEX KIIFOUEBBIX CBOMCTB
uHpopMaluu (JOCTYIHOCTh, LIEJOCTHOCTh U KOH(UAeHIHaNbHOCTh). [Ipu 3TOM

10/1 eJIOCTHOCTBI0 TOHUMAETCSl CBOMCTBO MH(OPMAIINH, XapaKTEpU3YIOIIEe €€ YCTOMUUBOCTD K CIIydyaiiHOMY
WM NIPEIHAMEPEHHOMY pa3pyLIECHUIO WIH HECAaHKIIMOHUPOBAaHHOMY U3MEHEHMIO.

PaCCMOTpI/IM HCKOTOPBIC CIIOCOOBI M METOAbI KOHTPOJIS HEJIOCTHOCTHU.

15.2. [IpoBepka 4E€THOCTH

[IpencraBisier coboit camblif IPOCTON crocod obecreyeH sl LIeTOCTHOCTH MPU XPaHEHUH WIIH Niepeiade
naHHBIX. buTOBas cTpoka (00BIYHO [UIMHOHN 7-8 OUT), KOHTPOJIb KOTOPOH HEOOXOAUMO BBHITIOIHUTD,
JIOTIOJTHSCTCS. OJTHAM, TaK Ha3bIBAEMbIM MAPUTETHBIM GuTOM (aHri. parity bit). Cymecrsyer nse
Pa3HOBUHOCTH MTPOBEPKH YETHOCTHU: ¢ YeTHBIM (0dd) 1 HeuyeTHBIM (EVEN) mapuTeTHBIM OUTOM. B iepBom
ciiydae TpH 3allUCH WK NEPEChUIKE TaHHBIX TAPUTETHBIM OUT YCTAaHABIMBACTCS PABHBIM 1, €CITH KOJIUYECTBO
eIMHMI] B KOHTPOJIMPYEMO# CTpOKe YeTHoe, U 0 — ecii HedeTHoe. B cirydae HeueTHOro mapuTeTHOro ourta
MOCTYNaT HA000pOT.



Tabawnma 15.1

[Tpumepbl ycTaHOBKM OUTa YETHOCTH

ITapuTeTHbIi
buroBas cTtpoka Out

yetHblid (0dd)  HeueTHbIH (€VEN)

1100 1011 0 1

1001 1001 1 0

11111111 1 0

0000 0000 0 1
Henocrarku:

- UCITPABJICHUC OINOKH HEBO3MOKHO,

- B CJIy4yae U3MEHEHHS COCTOSIHUSI YETHOT'O KOJIMUYecTBa OUT (Hampumep, ABYX), BBIYUCIECHHBIN MapUTETHBIN OUT
COBIIQJIET C 3anucaHHbIM. T. e. ommbka He OyaeT oOHapykeHa. B Toxe Bpemsi, COrIacHO CTaTUCTHKH,
npuban3uTenbHo 90% Beex omMOOK MaMsITH MPOUCXOJUT UMEHHO C OIMHOYHBIM pa3psaaoM. T. o. mpoBepku
YEeTHOCTH OBbIBAET JOCTATOYHO JJIsi OOJIBIIMHCTBA CUTYallUH.



15.3. Ucnonp30BaHnEe KOHTPOJIBHBIX IH(P

B otimume ot mpenpiaymiero crocoba st KOHTPOJIS 1IET0CTHOCTH UCIIONIb3yeTcs He OuT, a mudpa. OObIYHO,
KOHTPOJIHPYEeMbIi HaOop 1u(p BHAYAJE 10 ONPEICICHHBIM MPaBUIaM CKJIAJILIBACTCS, a 3aTEM OepeTcst OCTaTOK
OT JICJICHUS TIO MOJTYJTFO, KOTOPBIN U SIBIISIETCSI KOHTPOJIBHOU 1udpoii. Hike paccMaTpuBarOTCss HEKOTOPBIE
CHCTEMBI KOJIMPOBAHUSI C UCTIOIb30BaHUEM KOHTPOJIHHON U (PHI:

- asiroput™ JlyHa;

- mTpuxkox o crangapty EAN-13;

- 3arpaHUYHBINA nacopt rpaxkaannHa PO ¢ GuoMeTpuyeckuMu JaHHBIMU;

- I/IHI[I/IBI/I,Z[yaJ'ILHLII‘/'I HOMCPp HaAJIOT'OILIATCJIbIIMKA,

- KOJIbI CTaHIIMH Ha 5KEJIE3HOI0POKHOM TPAHCIIOPTE.

Aaropurm Jlyna (auri. Luhn algorithm) - anroput Bel4uciieHHss KOHTPOJIBHON U(PPBI B COOTBETCTBHH CO
cranaaprom ISO/IEC 7812 «MneHTrduKamoHHble KapThl. IeHTUDHUKALNS SMUTEHTOBY. AJITOPUTM
paspabotan corpyauukoM ¢pupmbl IBM I"ancom ITutepom Jlynom B 1954 1. cnonb3yercs st moacyera
KOHTPOJIBHON TG PHIL:

- HOMEpOB Bcex 0AaHKOBCKUX KapT;

- HOMCPOB HEKOTOPBIX TUCKOHTHBIX KapT,

- KOJOB ITOJIMCOB 00s13aTEeIIbHOTO MCIUTUHCKOI'O0 CTPAXOBAHU,

- €IMHOTO §-3HaYHOTO HOMEpPa KeJIE3HOAO0pOKHOTO BaroHa Ha PIK/I;

- IMEI-kon0B (auri. International Mobile Equipment Identity - mexxxyHapoaHbIii HaeHTH(HUKATOP MOOUIBLHOTO
o0opynoBaHus);

- ICCID-kom0B (anrm. Integrated Circuit Card ID - uaenTrduKaTOp KapThl ¢ HHTETPUPOBAHHOM MUKPOCXEMOI);



a) 6aHKOBCKas KapTa

B) LIUCTEpHA

9 nonuc
- OBRIITEALMOIO MCAMUMHCKOND ﬁ

CTpaxosaHua

0) TOJIHMC MEIUITUHCKOTO
CTpaxOBaHUS



2
-
o
>
@
2
<

r) MmoOubHbIH Tenedon (IMEI)

1) SIM-kapra (ICCID)

Puc.15.1. Homepa u Ko/1bl ¢ KOHTPOJIBHBIMU LIU(PPaMU

B cnenyrouieii Tabauiie npyuBeeH NOPSAA0K BRIYMCICHUS KOHTPOJIbHON IM(PBI Ha TpUMepe KoJia MoJuca

MEIUIIMHCKOTO cTpaxoBaHus (puc. 15.10).

Tabmuua 15.2

Beruncnenne KOHTpoIbHOM UGPHI 110 anroputMy JlyHa

(ecu KonuyecTBO UG B KOJIE YETHOE)

:::‘ Onucanue onepatu Mpumep
{2*2)mod9=4
(5*2)mod9=1
(6*2)mod9=3
1 |Kaxnan us yidp. CTOAIAR B HEYETHOM NOIHLIN, YMHOKAETCA Ha (0*2)mod9=0
2, NOCNEe Yero BLINMCNHETCA OCTATOX 0T AeneHis Ha 9 (4*2)mod9=8
(0"2)mod9=0
(0*2)mod9=0
(1*"2)mod9=2
2 |BuiMHCNAeTCA CyMMa 0CTaTkos Su Su=44+414340+48+0+0+2=18
d E::::z:l:ec: :gcm:és?p S5 CADPE0S B ST RONABS, 38 Si=7+8+2+8+2+0+2=29
4 BbiuHCNAETCA KOHTPONbHAA (NocNeaHan) undpa cd 13 ypasHenns cd=3
(Su+Si+cd)mod 10=0 (18+29+3)mod 10=0




Ecnu konmuectBo nudp B Koae HedeTHoe (Hampumep, aist IMEI-konoB), To 1 u 2 oneparus BBIMOTHSIOTCS IS
u@p, CTOSIIMX B YETHBIX MO3ULMSX, 3 onepanus — Ui Ludp, CTOAMMX B HEUETHBIX MO3UIIMSIX.

ITpuxkon no cranaapry EAN-13 - ogna u3 Bapuanmii EBponeiickoro cranaapra mTpuxKkoaa,
IpeJHa3HauYeHHOI' O 71l KOAMPOBaHUs UeHTH(UKaTopa ToBapa 1 npousoautens. Pernamentupyercs 'OCT

NCO/M3K 15420-2001 «ABTomaTtnueckas uaentudukanus. Koguposanue mrpuxosoe. Crerudukanus
cumBosnkr EAN/UPC (EAH/IOITuCwu)».

5"901234™M23457">

Puc.15.2. Itpuxxon EAN-13

B crenyromieii Tabnuiie mpuBeieH NOPSAI0K BBIYUCIEHUSI KOHTPOJIbHOM mudpsl o crangapty EAN-13.

Tabmuma 15.3

o2 Onucanue onepayum Mpumep

BbluMCNAETCA CyMMa LD Sk, CTOSLWMX B HEUETHBIX NO3MLUAX, 33

HCKIHOYEHNEM NOCNeaHes Sk=5404+2+4+2+4=17

2 BLIMHCNACTCA YTPOEHHAA CyMma umdp Sy, CTORWMX B YETHbIX S.=3%(9+1+3+1+34+5)=66

no3uyuax
3 BbIMHCNACTCA KOHTPONLHAR (NOCNeAHAR) Yidpa cd 13 ypasHeHHs cd=7
(S«+Sc+cd)mod10=0 (17+66+7)mod 10=0

B Poccun ¢ 2009 r. Bo Bcex cyObekTax PD neicTBYIOT MyHKTHI BBIIaYU MACTIOPTHO-BU30BBIX TOKYMEHTOB
HOBOTO TTOKOJICHHS - 3arPAHUYHBIX MACNOPTOB rpaxaaHuHa P@® ¢ GnomeTprnyecKUMH JaHHBIMH.

B nokyMeHTe UCTIONB3YIOTCS pa3InyHbIe CIOCOOBI 3AIUTHI, B T. Y. 3al[UTa [IEJIOCTHOCTH 33 CYET KOHTPOIBHBIX
nudp. B mmactukoBoii ctpanuiie ¢ pororpadueit Biaaenbiia ¥ BCTPOSHHBIM BHYTPU YUTIOM UMEETCS T. H.
ManrgHocuUHuThIBaeMast 30Ha (MC3).
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Puc.15.3. MammHocuuThIBaeMasi 30Ha nacrnopTa

(CMHUM KOHTYpPOM BBIJICJICHBI KOHTPOJIbHBIE [T PHI)

B HmxHeil crpoke MC3 ucnonb3yroTcs IATh KOHTPOJIBHBIX IUGP. Ee cTpykTypa npuBeaeHa B CleIyronIei

TadJmue.

Tabmuma 15.4

Crpykrypa HuxHel crpoku MC3

Ilo3unuu 3HaKa, UCII0JIb3YCMBIC

KonTtponsHas uudpa JUISL pacueTa KOHTPOJIbHBIX IU(D
Howmep nacnopra 1-9
Hata poxaeHus 14-19

Jlata ictedeHus cpoka neicTBus nacrmopra 22-27

Io3unus
KOHTPOJIBHON

uudpsl

10

20

28



JInunbIil HOMEp 29-42 43

1-10, 14-20, 22-43

3akTrounTebHas KOHTPOJIbHAS udpa (mo3uruu 11-13 u 23 uckirovaroTcs U3 pacuera) 44

ANroput™m pacdyera KOHTPOJIbHBIX LIU(P 3aKIH0YACTCS B IEPEMHOXKEHUN KaX 10U LU PHI COOTBETCTBYIOILETO
9JIEMEHTA JaHHBIX HAa BECOBOM MMOKa3aTelnb moBTopstomeics pynkuun "731 731 ...", cyMMupoBaHuu
IIOJTyYEHHBIX IPOU3BEICHUN U B3STUU OCTaTKa OT AeneHus Ha 10. Eciu B aneMeHTe JaHHBIX BCTPEYAIOTCs
OYKBBI JIATUHCKOTO ayipaBuTa, TO NP pacdere OHH 3aMeHSIOTCs Ha yrcia ot 10 (A) no 35 (Z); 3nak "<"
coorBercTBYyeT 0. Huxke npuBenieH npumep pacuera KOHTPOJIBHBIX LUDD.

Tabauma 15.5

[Tpumep pacueTa KOHTPOJIBHBIX U(P HUKHEH cTpoku MC3

Jara JIn
UCTEYECH YH
Ha3s ust 13171
Hay Hara CpoKa HO
enn Howmep K poxnen K peiicteu K me KK
e nacrnopra L wusa L = Lp LL
Ne
o3
00078 11111111112222222222.444
" 1 204 567 89 01234567890123456789.234
Hu .
HKHS <. <
S 7 24 3¢€2 39 RLS730107 N230712
CTp
oKa 5 2 7 02



Bec
OBO

IIOK

azar .
enp [ 317 317 31 ¢ 7317317 73173177.31

Pac

qeT

KOH

TpO

JIbBH

o

uud

peI (0*

B (7*7+3* (2*7+3* T+

ane (7*7+2*3+5 3+0*1+ 3+0*1+

MeH *1+4*7+3*3 1*7+0* T*7+1* +0

T€E +6*1+2*7+3 3+7*1) 3+2*1) *3)

JaH  *3+9*1) mod 10 mod 10 mo

HBEIX mod 10 = =72 =77 d
135 mod 10 mod 10 mod 10 10
=5 =2 =7 =

Pac
4yer
3aKII
04U
TEIb
HOH
KOH
tpo [(135 + 5*7)
abH  + (72 + 2*7)
o+ (77+7*7)
md  + (0 +0*1)]
psr  mod 10 =
382 mod 10
=2
NuauBuayanbHblii Homep Hajoromaareasmmka (MHH) - yaukansHbil naeHTHUKATOD, IPHCBAaBAaEMbIi
IOPUINYECKOMY HIIM (PU3UUECKOMY JIMITY JJIs ydeTa yruiatel HanoroB B Poccuiickoit denepauuu. [pu
ITIOCTAHOBKE HA HAJIOTOBBIN yUYET 10/I0TYETHOMY JIMIY BBIJAETCS CBUJIETEIBCTBO, B KOTOPOM YKa3bIBAETCS €TI0
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NHH.

Mm(:_rgpmo Poccuiickoi ®epepanuu no nHaroram m cbopam

CBUJIETEJIBCTBO

0 NOCTANOBKE 1A YHET B IAJIOIOBOM Opraune
GIGHUMECKOro ANNA 10 MECTY ANTEALCTRA Ha TeppuTopun Poceniicxoit ®exepanun

Hacrosuee CBHACTENBCTBO BHUIAHO B COOTBETCTBHH C N0JI0KEHHEM HacTH neproli Hanorosoro

xosiexca Poceniickoit @enepatunu, npusstoro Gejiepanabim saxonom ot 31 mions 1998 roga N146-03,
usnaeckomy nuity INEENNEEENNEENNEE——

TAIoLTIR, 0L, OTERCTRO)
noa  my=.

JATa POKIICHHR 7 smBaps 1973 ropma

.

MECTO pokachmus BEJIOTOECK T, ,, 643

’

H IOATBEPRAACT NOCTAHOBKY DHIHYECKOro JINla Ha yver 22 mapra 2000 roma

. Wy NODWH yNoT

B MHCOEKIMM MHC POCCHMM MO XEJESHONOPOKHOMY PAMOHY

TRANMEHOBANIE rocy.upcfuum WANOTORON WNCHOXWEA X 88 KOAl

Haenrudmxaunonnsii
HOMEp HATOTONATENbLIHKA

(MHH) 217121410|7|0|3|1|7|9|0

Jara suzaun Cengerenscrsa 22 mapra 2000 ropa

CBHJICTE/IBCTRO  NPHMCHACTCA  BO  BCEX  NPE/YCMOTPEHHAIX 3AKOHOIATENLCTBOM ClydasX M
NPSLABISETCH BMECTE € JOKYMEHTOM, YJAOCTOBEPSIOMMM JTHYHOCTS (PHIMYECKOTO JIHIA H MECTO ero
AHTEALCTRA Ha TeppHTOpHK Poccniickoii Menepars .

CBHACTEABCTEO (OICANRT JAMEHE B CYHAC NEPeesia QUIHYECKOT0 JNIA HA HOBOE MECTO JKHTE/ILCTBA

HA TEPPHTOPHIO, MOABEAOMCTHEHHYIO JAPYTOil TOCYAPCTHEHHON HANOTOBON HHCIICKUHH, HIMEHEHHS
NPHBECHHBIX B HEM CBEJIeHHH, @ TAKKE B CIYYae HOPYH, YTEpH.

110 Jee3HOA0POKHOMY paiiony
r.Xabaponcka

Puc.15.4. CBuzeTenbCcTBO O MOCTAHOBKE HA yUET



KonTponbnas (kouTponbhbie) nudpa MHH onpenensiercs mo crieayromuM hopMyiam:

- mia necstuzHaynoro MHH ropunndeckoro nuia:

n10 = ((2nl + 4n2 + 10n3 + 3n4 + 5n5 + 9n6 + 4n7 + 6n8 + 8n9) mod 11) mod 10; (15.1)

- s aeHaanatusHagnoro MHH ¢usnueckoro nmuma:

nll=((7nl +2n2 + 4n3 + 10n4 + 3n5 + 5n6 + 9n7 + 4n8 + 6n9 + 8n10) mod 11) mod 10, (15.2)

n12 = ((3nl + 7n2 + 2n3 + 4n4 + 10n5 + 3n6 + 5n7 + 9n8 + 4n9 + 6n10 + 8n11l) mod 11) mod 10, (15.3)

rze Ni - i-as nudpa MHH.

s UHH ¢usnueckoro ymna, oTo0pakeHHOTO Ha puC. 15.4, KOHTPOIbHBIE IUQPHI:

nll = ((7*2 + 2*7 + 4*2 + 10*4 + 3*0 + 5*7 + 9*0 + 4*3 + 6*1 + 8*7) mod 11) mod 10 = (185 mod 11) mod
10=9mod 10=9,

n12 = ((3*2 + 7*7 + 2*2 + 4*4 + 10*0 + 3*7 + 5*0 + 9*3 + 4*1 + 6*7 + 8*9) mod 11) mod 10 = (241 mod 11)
mod 10 = 10 mod 10 = 0.

Koapb! crannmii Ha ’ke1e3HOA0POKHOM TpaHcnopTe. B nnpopmaimonHbIxX cucTeMax )Keae3H0A0pOAKHOTO
TpPaHCHOPTa MPUHATHI Pa3uuHble criocoObl koanpoBanus ctanimii. B ACYIKT ucnonb3yercs KoJ CTaHIUH,
cocrosmii u3 6 mudp (N1n2n3n4nsSn6). IMocnenuss nudpa xona (N6) sBISETCS KOHTPOIBLHOU M OTPEACISCTCS
o cueaytouieit popmyse:

n6 = (1nl + 2n2 + 3n3 + 4n4 + 5n5) mod 11. (15.4)

Ecnu ocrarok ot nenenus mensie 10, To OH sBJIS€TCS KOHTPOJIBHON HU(PPOH, MHAYE BBIMTOJIHSIIOT CIIBUT
BECOBOI'O PsiJia Ha JIBE MO3ULUHU U BBIYUCICHUS IOBTOPSIIOT:

n6 = (3nl1 +4n2 + 5n3 + 6n4 + 7n5) mod 11. (15.5)

Ecnu HOBBIN OCTaTOK OT JEICHHS BHOBD MOIYIUTCS paBHBIM 10, TO KOHTpOJbHAS U(pa MPUHUMAETCS PAaBHON
0, nHAYe - OCTATKY, BRIYHCIEHHOMY 110 (hopmyie 15.5.


https://pandia.ru/text/category/informatcionnie_sistemi/

ITepsoie yetbipe mudper ACYXT st cranHiuii, OTKPBITHIX s TPY30BBIX ONepanuii, Ha3pIBalOT kojoM Exunoi
cereBoii pasmerku (ECP). Bapuanus koga ECP ¢ konTponbHoi# 1iudpoii coctout u3 5 3uakos (n1n2n3n4nb),
MOCJIeTHUM U3 KOTOPBIX (NS) onpenensieTcss TOUHO Takxke, Kak u s koja craniuu B ACYXKT. Otnuune
3aKJTIOYAETCS B MCIIOJIb30BAaHUM COKPAIIEHHBIX BeCOBBIX psnoB (1, 2, 3,4)u (3,4, 5, 6). T. k. nsaras mudpa ais
rpy3oBbix craniuii B ACYXT npunumaercs paBnoii 0, To koHTponbsHbIE Hpps! Ko1oB ctanimii ACYXT u
ECP coBnanmarot. B yactHocTH, KO cTaHIIMK XabapoBck-1 J[aapHEBOCTOUHOM KENE3HON TOPOTH:

- ACYXT: kox - 970406, xoutposbHas mudpa - N6 = (1*9 + 7*2 + 0*3 + 4*4 + 5*0) mod 11 = 39 mod 11 = 6;

- ECP: xox - 97046, koutposabHast mudpa - N5 = (1*9 + 7*2 + 0*3 + 4*4) mod 11 = 39 mod 11 = 6.

15.4. Ucnionb30BaHUE KOHTPOJIBHBIX CYMM

KonTtpombasie cymmsl (Checksums i CRC) sBistiroTcst 60s1ee HaIe’KHBIM CITIOCOO0M 00ecieueH s
L[EJIOCTHOCTH, YeM OUTHI YeTHOCTH WJIM KOHTPOJIbHbBIE U(PLL. B anrnosseianoii aureparype CRC
paciudpoBbIBacTCs 1BOSIKO B 3aBucuMocTH OoT kKoHTekcra: Cyclic Redundancy Code nnu Cyclic Redundancy
Check. ITox nepBoii pacudpoBKOi MOHUMAIOT UKIMYECKUI KO, 110l BTOPOil — XeII-00pas.
Hukanveckne KOAbl OCHOBaHBI HA OJTMHOMHHAIBHON apru(pMETHKE MO0 MOTYIIO 2 (TIOJIMHOMHHAIBHOM
neneHuu 6e3 nmepeHoca). BmecTo mpencraBieHus 1eIUMOro (KCXOIHOTO COOOIIEHUS, BXOJAHBIX JaHHBIX ),
aenuTens (MOPOKAAIOMIETO MOJIMHOMA), YaCTHOTO (1IEeJI0M YacTH) M ocTaTka (KoHTposnbHOM cymMMbl, CRC) B
BU/IE TIOJIOKUTENBHBIX [ENBIX YUCEIl, UX MOXHO MPEJCTaBUTh B BHJI€ TOJIMHOMOB C IBOUYHBIMU

KO3 PHUIMEHTaMU WM B BHJI€ CTPOKH OHT, KQK/IBIH M3 KOTOPBIX SIBIISIETCS KOAPPHUIIMEHTOM TOITHMHOMA.
Hanpuwmep, necatuunoe uncio 1910 B gBonuHoit cucteme cuucienus umeet sua 100112, yro coBnagaer ¢
MOJINHOMOM

1*x4 + 0*x3 + 0*x2 + 1*x1 + 1*x0 = x4 + x1 + x0. (15.6)

3HaveHHe KOHTPOJILHON CyMMBI C MOPOXKIArOIUM ojuHoMoM G(X) onpenensiercs o Gopmyoie:

R(xX) = P(x) * XN mod G(x), (15.7)

rae R(X) - moauHOM, IpeACTaBSIONINN 3HAY€HUE KOHTPOJILHOU CYMMBI;

P(X) - moauHOM, MPEICTABISIONINI BXOIHBIC ITAHHBIE;

G(X) - moposkIaroIInii TOJIUHOM;

N - MakcuMabHasi CTENEHb MTOPOMKIAOIIETO TTOJIMHOMA.

Ymuoxenue XN 5KBUBaJIEHTHO MMPpUIIHNCBIBAHUTIO N HYJICBBIX OUTOB K BXOJHBIM JaHHBIM. IloITMHOMUHATIBHOE
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ACICHUC 0e3 NEPCHOCA BBIMIOJIHACTCA IO CIICAYIOIIHUM IIpaBUJIaM:

- PY HAJTUYUH Y TPOMEKYTOUYHOT'O OCTaTKa B KQ4eCTBE CTapiero 6ura «1», OH CKIaIbIBAETCS IO MOTYIIIO 2
(XOR, uckiouaroiee MJIN) ¢ OUTOBBIM MpeICTaBICHUE TOPOXKIAIONIETO MOJMHOMA M B YaCTHOE 3aITUCHIBACTCS
«1»;

- B IPOTUBHOM CJIy4ae BBITIOJTHAETCS CIOKEHUE 110 MO0 2 MPOMEKYTOYHOTO OCTAaTKa C HYJIEBOW OMTOBOMA
ctpokoit imuHoM N+1 1 B yacTHOe 3anucbiBaeTcs «0».

B crenyromieii Tabiuiie mpruBeACHBI IIPUMEPDI ONMPEICICHUS KOHTPOJIBHBIX CYMM JIJIsI TOPOKIAFOIIETO
noiuaoMa G(X) = x4 + x1 + X0 (zemun, 1910; N = 4; xN = 100002).

Tabauma 15.6

[Ipumepsl onpeneneHns KOHTPOJIBHBIX CYMM

Henumoe P(X)

(BXOJIHBIE TaHHBIE) 101112 (2310) 100112 (1910) 100012 (1710)
P(x) * xN 1011100002 (36810) 1001100002 (30410) 1000100002 (27210)
101110000 100110000 100010000
100111 100111 100111
01000 00000 00100
00000 0 00000 0 00000 0
10000 00000 01000
100111 00000 0 00000 0
00110 00000 10000
Jlenenue 00000 0 00000 0 100111
P(x) * XN mod G(x) 01100 00000 00110
00000 0 00000 0 00000 0
1100 0000 0110

YactHoe 101002 (2010) 100002 (1610) 100102 (1810)



Ocrarok R(X)

(KOHTpOJIbHAS CyMMa) 11002 (1210) 00002 (010) 01102 (610)
BxoaHbie maHHBIE ¢ KOHTPOJIBHOM 10111 11002 10011 00002 10001 01102
CyMMO¥ (38010) (30410) (27810)

[IpuHuMaromiast CTopoHa Jijisi IPOBEPKH IIEJIOCTHOCTH MOTYYEHHBIX IAHHBIX MOXET C/IeNIaTh OJHO U3
CJIEYIOIINX PaBHOIICHHBIX JCHCTBUM:

- BBIJICJIUTH BXOJIHBIE JJAHHBIC, BEIYUCIIUTD JIJIs1 HUX KOHTPOJIbHYIO CYMMY (HE 3a0BIB MPU STOM JOMOJIHUTh
nanable N HyIeBbIMU OMTaMM) U CPABHUTH €€ C MepelaHHOlM;

- TOJICJIUTH BXO/IHBIE JAHHBIE C KOHTPOJIBHOW CyMMOM (TIOCIeHss cTpoKka Tadu. 15.6) Ha nenuTens,
IPEJCTaBIAIOINN nopoxaatonmi noauHoM G(x). B pesynbpTrare 10/KeH MOTyYUThCs HYJIEBOM OCTaTOK.

Kak ObJI0 OTMEUEHO BBIIIIE, UCTIOIH30BAHUE IIMKIUYECKUX KOJIOB SBJISIETCS 00Jiee HAJISKHBIM CIIOCOO0OM
KOHTPOJIS IEJIOCTHOCTH, YeM OUTBI YeTHOCTH. B TO e Bpemsi, pu nepeaayue HCXoaHoro coobienus P(X)
BO3MOJKHA TaKasi ero MoIu(UKaIus, 4TO KOHTPOJIbHASL CyMMa ISl HETO M MIPUHSATOTO UCKAXKEHHOTO COOOIICHUS
P’(X) 6ynyt coBnanate. T. €. IUKIMYECKUE KOABI HE JIMIICHBI TPOOIEMbl BOSHUKHOBEHUSI KOJUIU3HUH.

Br160p 1 mpuMeHeHne Ha MPaKTUKE BU1a MOPOXKIAIOLIET0 MOJIMHOMA OIIpeiesieTcsl TpeOOBaHUIMU
MIPOU3BOIUTENILHOCTH U MUHMMHU3ALIMU BOSHUKHOBEHUS KOJIIM3UM. B criemyromieit Tabnuiie npuBeaeHsl
HEKOTOpBIE Pa3HOBUIHOCTH MOPOXKIAIOIIUX ITOJIMHOMOB, UCIIOJIb3yeMble B HH(DOPMALIMOHHBIX CHCTEMAX.

Tab6auma 15.7

Pa3HOBI/II[HOCTI/I MOpOKAAIINX ITOJIMHOMOB

Hopmainbsnoe
Ha3zBanue [Toposxnaromuii monuaOM G(X) npeacrasieHue llpumenenue
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CRC-1

CRC-4-1TU

CRC-7

CRC-12

CRC-16-1BM

CRC-16-
CCITT

CRC-24-
Radix-64

CRC-32-
IEEE 802.3

X+1

X4 +x+1

X7 +x3+1

X12 +Xx11 +x3+x2+x+1

x16+x15+x2+1

x16+x12+x5+1

X24 + x23 + x18 + x17 + x14 + x11 +
X104+ X7 +X6+xX5+x4+x3+x+1

X32 + X26 + Xx23 + x22 + x16 + x12 +
X114+ X100+ X8 + X7 + X5+ x4 + x2 + X
+1

0116

0316

0916

080F16

800516

102116

864CFB16

1EDC6F4116

annapaTHbli KOHTPOJIb OIINOOK
(He4YeTHBIN MapUTETHBINA OUT)

CHCTEMBI TeJIEKOMMYHHKALIH,
MMC, SD

CHUCTCMBbI TCIICKOMMYHUKAIIUN

USB, ANSI X3.28

X.25, Bluetooth, SD, RFID

OpenPGP

V.42, MPEG-2, PNG



CRC-64-I1SO x64 +x4 +x3+x+1 1B16 HDLC

HopmMmaibHoe npeicTaBlIeHHE MOJIMHOMA YKa3bIBaeTCs B CTAHIAPTAX, KaK MPABHUIIO, B ICCTHAIATCPUIHOM
Buje. [Ipu 3ToM nipeodpazoBanue OUTOBOIM CTPOKH MOJIMHOMA BBITIONHSETCS 0€3 y4eTa CTapIiero eIMHUYHOTO
outa. Hanpumep, nyis CRC-12 6utoBas cTpoka nmoposkaaromero rmoauHoma Beirsiaut 11000000011112.
Ot6pocus crapumii 6ut (1000000011112) u npeobpazoBas B miecTHAANATEPUIHBIN BU, moydyaem 080F16.

Jlpyroii BapuaHT MCIOJIb30BaHHsI KOHTPOJIBHBIX CYMM - IIPOBEPKA LEJIOCTHOCTU XPAHUMBbIX (ailJIOB C [EIbI0
OOHapy)KEHHS UX UCKKCHUS (HAIpUMeEp, BUpycamu) MM oJMEHbI (Hanpumep, rootkit B Unix-cucremax). B
ITOM CiIydae OOBIYHO MPUMEHSIIOT XeII-00pa3bl (aijioB, KOTOPBIE XPAHATCS B 3AIIUIIEHHOM MECTE U
NEPUOAMYECCKU HCIIOIB3YIOTCS ISl KOHTPOJIS LIEIOCTHOCTH (paiiioB. Xem-o0pa3bl aKTUBHO TIPUMEHSIIOT ISt
IPOBEPKH LIEJIOCTHOCTH CKauMBaeMbIX (hailioB. B wacTHOoCTH Ha MHOTHX caiiTax, moMuMo auctpudytusos [10,
BBIKJIQ/IBIBAIOTCS TAK)KE MX KOHTPOJIBHBIC XEII-00pa3bl.

ﬁan‘m Opascs By Xypran Jacnazam Wncrpymenme  Cnpasca L2l ﬁ
s MySQL = Download MySQL € \ +
€ rmysql.com 4+ A B O —

MySQL Installer 5.6
y5Q for Windows .

All MySQL Products. For All Windows Platforms.
In One Package.

Windows (x86, 64-bit), MySQL Installer MST
Other Downloads:

Windows (x86, 32-bit), ZIP 5.6.17 212.1M Download
Archive

Windows (x86, 64-bit), ZIP 5.6.17 217.1M Download
Archive

’
o we su t tha use t hecksurr d gnatur t fy th orit

Puc.15.5. Kontponbabie cymmsl (xem-o0passt MDS) miis quctpudyrtusos CYBJ] MySQL

15.5. Ucnions3oBanue ECC
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OpHMM U3 CYIIECTBEHHBIX HEAOCTATKOB PACCMOTPEHHBIX BBIIIE CIIOCOOOB KOHTPOJIS IIEIIOCTHOCTH SBISICTCS
HEBO3MOXXHOCTh YCTPaHEHUSI OOHAPYKEHHBIX OIMIHOOK. B cityuae mpuema ncKkakeHHBIX JTAHHBIX Yepe3 CEeTh
BBITIONTHSIETCS KX TIOBTOPHAS MepechuIKa. J[pyruM crmoco0oM yCTpaHEHHUs ITOr0 HEJJOCTATKA SBIISETCS
UCIIOJIh30BaHNE CAMOKOPPEKTUPYIOIINXCS KOAOB. KOJIbI, B KOTOPBIX BO3MOXKHO aBTOMAaTHYECKOE UCIIPABIICHHE
omKOO0K, Ha3bIBAIOTCA CAMOKOPpPeKTHpYouMuca. OgauM u3 Takux kKonoB ssisiercs ECC.

ECC (anru. error-correcting code, ko KOppeKIHH OMIMOOK) — KOHTPOJIbHBIE OUTBI, IPUCOEAMHIEMbIE K OJIOKY
XPaHUMBIX WIH TIEPEIaBaeMbIX JAHHBIX, TO3BOJISIONINE ONMPEACTUTE (GaKT HAPYIICHHUS IIEIOCTHOCTH JaHHBIX U
(B HEKOTOPBIX CITyYasix) UCIIPABUTH OIIHOKY.

ECC sBisitoTCst pa3HOBHIHOCTHIO KOJ0B XOMMHUHTa, 0003HauyaeMbIXx 00bI4HO (M, K), T1e M — KOJU4ecTBO
OuTOB B 0JIOKE TaHHBIX (MH()OPMAIHOHHBIX U KOHTPOJIBHBIX OUTOB), K - KOJIMYECTBO KOHTPOJIBLHBIX OMTOB.
dopmyina kiaccuyeckoro koaa Xammunra umeet Bua (2k — 1, 2k — k — 1), manpumep: (7,4), (15,11), (31,26).
JlanHas popmyIia o3BoIsieT OOHAPYKUBATh OJIMHOYHYIO WM ABOWHYIO OIIMOKY, a TAKXKE UCIPABIISThH
OJMHOYHYIO OIIMOKY, HO TIPU YCIOBUH, YTO OLUIMOOK HE MOXET OBITh OoJiee BYX. B cirydae BO3MOKHOCTH
BO3HUKHOBEHUS TpeX U 0oJiee OMMOOK B JAHHBIX UCIIOJIB30BAHHUE KIACCUIECKOTO KOJja XOMMHHTA
HEKOPPEKTHO.

PaccmoTpum anropuTMBI TIOTydeHUsT KOHTPOJIBHBIX OMTOB U TIPOBEPKH IEJIOCTHOCTH JIAHHBIX Ha MPUMEPE
uHpopManronHoi 6urosoii ctpoku 100100101112 (m = 15 6ur, K = 4 6ur).

Homepnosawymwm obura| 1 | 2 |3 |4 | 5|16 | 7| 8| 9|10 11
Obo3HayeHune buta X1| X2 X3 | X4 | x5 x5 | X7 | X8| xa | X10 | X11
3Ha4eHune buta, X 110

AJITOPUTM NOJTy4YeHUs] KOHTPOJIbHBIX OUT (KOAMPOBaHUS).

1) B 6110k HCXOHBIX TaHHBIX BCTaBJISIIOTCS KOHTPOJIbHBIE OUTHI (Il .. r4) Takum oOpa3om, 4TOOBI HOMEpa UX
MO3HITUI TIPEICTABIISUTA OO0 TIeTIble CTeMEHH ABOMKY, HaunHas ¢ Hyns - (20, 21, 22, 23) = (1, 2, 4, 8).
[TepBOoHAYAIEHO KOHTPOJILHBIC OUTHI YCTAHABIMBAIOTCS PABHBIMH HYITIO.

Homepnosawymm oura| 1|1 2| 3 |4 (5|6 |7 [8]| 9 (10| 1 1213 | 14 | 15
Obo3HayeHune buta F|r2| x| k| x2| xa| xs|rs| xs| xs | X7 | Xxs | xa [ 10| x11
3HayeHue buta, XR o(fo|l1[0[0O]O0O]|1]|0]0]| 00 1 0| 1 1 1

2) K nonydenHoii Tabnuie 1006aBISIOTCS CTPOKH, YUCIO KOTOPBIX COOTBETCTBYET KOJIMYECTBY KOHTPOJIBHBIX
6uTOB. B cTO011BI 100aBIEHHBIX CTPOK 3aMMCHIBAIOTCS IBOMYHbIE MPECTABICHNS HOMEPOB MO3ULIUNA OUTOB,
IIpUYEeM MOPSAAOK CII€OBaHUS OMTOB JBOMYHOTO MpeCTaBIeHUs OyeT oOpaTHBIN - MIaAIINi OUT
pacroJiaraeTcsi B BEpXHEH CTPOKE, CTAPIINH - B HYDKHEM.

Homep nosuyun duta 2 3 B 5 | 6|7 8 910 11]12]13 ]| 14| 15
Obo3sHa4yeHue buta || x| rmk|x2| x3| Xs|rs| xs| xs6 | X7 | Xs | X3 | X10 | X11
3HayeHne buta, XR N0 1 1500 0 [0 1 156 0. 0.1 0 1 1 1
110:| T 10| |0 (8|06 T]|D 1 0 1 |7
ﬁsg;;:;)BeHEHHe HoMmepa 0111+ [0F0 P31t 0101 L L 1 |r
Q000 A LF LA & 100 1200 000 |1 1 1 1 |rs
oAt N 0jo|o|O|O OO 1|11 |1 1] 1] 1] 1]|r




3) Omnpenenenne 3HaU€HUI KOHTPOJIBHBIX OUTOB BBIIOJHSETCS 1O (hopMyIie

mn
= (ZXRE- * ﬂ{rl) mod 2,
=1

(15.8)
TJIe | — HOMEp KOHTPOJbHOrO Outa, | = 1 .. K;
| — HOMep mo3uiuu oura, 1 =1 .. m.

B TepMmuHaxX MaTpUYHON anreOphI MOYICHUE BEKTOPA KOHTPOIBHBIX OUTOB R siBiisieTcs pe3ynbTaToM
nepeMHOXKeHHs BekTopa XR Ha TpaHcnoHnupoBaHHyro MaTpuily N (CTpoku 3aMeHEHBI Ha CTOJIONBI) IO MOIYJTIO
2.

R =(XR *NT) mod 2. (15.9)

11 13114 15
X7 X3 | X10 | X1

Homep nosuuum buta 10 12
X6 Xs
03| 10| 00| 1 1
0 0
1 0
0 1
1 1

Obo3HayeHue buta
3HauveHue buta, XR

'
r2
I3
4

[BonyHoe
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Taxum 06pa3om, OJI0K JaHHBIX BMECTE C KOHTPOJIbHBIMU OuTamu Oyzaet Beiriaaets 10010010111 11002.

AJITOPUTM NMPOBEPKH LEJTOCTHOCTH JAHHBIX (1eKOAMPOBAHMSA).

1) Onpenenenne BekTopa cuHAPOMOB S. [Iporenypa noaydeHus: BEKTOpa aHAIOTHYHA 11.3 aJlrOpuTMa
koaupoBanus. [Ipu 3ToM B cTpoKy «3HaueHue OuTay cpa3y 3aluChIBAlOTCS 3HAUEHUS! KOHTPOJIbHBIX OUTOB.
[Tocne mepemHokeHust BekTopa XR’ Ha TpaHCTIOHHpOBaHHYIO MaTpuily N moiydaeTcst BEKTOp CHHIPOMOB S

S = (XR’*NT) mod 2. (15.10)

2) OmpeneneHre HEYETHOTO MapuTeTHOTro Outa Pb s BexkTopa XR’,

ph = (ZXR’E-) mod 2.
(15.11)

=1



3) AHanu3 BEeKTOpa CHHAPOMOB U MapUTETHOTO OMTa. BO3MOXKHBI ciieayronue ciayJau.

3.a) OmmoOoK HeT. BekTop CHHAPOMOB COCTOUT U3 HYJIEH M MApUTETHBIN OUT paBeH 0.

Homep nosuuyumn buta 2 3 54 5 | 6| 7 8 9|10 11]12]|13] 14|15
Obo3HayeHue buta r|lrz|xi|re|x|x3| Xe|rs|xs| x6 | X7 | X8 | X9 | X10 | x11
3HadeHue buta, XR’ T 1 5 0 0] 1 |50 0L e | 1 1 |pb| O
1101110111011 0]1T]0]|1T]0]1 0 1 [s1 |0
AsoiHoe o[a[1[o[Oo[a[1[O0[0[ 1 [1[O0[O0O[1][1[s2]0
npeAcTasneHeHoMepa 5T o T o 111 11 11 Tolo o1 ol 3 1 1 WET
oAt N 0J0(0]o0]0 0o 11 A1 T[T (117 [s]0

3.6) OnuHouHas ucnpaBuMas omrOka. B BeKTope CHHIPOMOB €CTh €JMHHIIBI U TAPUTETHBINA OUT paBeH 1.

Homep nosuuyun buta 28 3 N4 5| 6 Sy 9 | 10| 11]12] 13| 14| 16
Obo3HayeHue buta rfrz| x1| | x2| x3| x| ra]| xs [ x6 | x7 | xs [ x9 | x10 [ Xx11
3HaveHune buta, XR’ I 1 e 0] 0 ReEes 0| 0] 1]8)] 1)1 1 | pb|1
AEAREA R EAEIEAEIEAEAESAE AR EAEAEAEK
flenisoe 01| 1]0]0[1[1]0]0[ 1 [ 1[0 0] 11 [s][1
npeacTeBneicHoMeR T o oA @A [Tl o[ (0 [0 A [a [T [ 1 s
noawumoma, N 0Jo o000 ol {1 A1 711 11 [0

[TepecraBuB OuThl U3 BekTOpa cuHAPOMOB S = (1 1 1 0) B 0OpaTHOM MOPSIIKE MOIY4a0T HOMEP OIINOOYHOTO
o6urta 01112 =710 (X4), KOTOPBII MOKHO HCIIPABUTh, HHBEPTHPOBAB €T0.

3.B) /IBoiiHas HeucmpaBuMas omOka. B BeKTope CHHIPOMOB €CTh €JMHUILIBI U TAPUTETHBINA OUT paBeH 0.

Homep noszuuyumn buta T2 3 B S| 6 |8 910|111 (12|13]| 14| 15
Obo3HayeHue buta rm|rz| xi|re| x| x3| xe|rs|xs| x6 | X7 | xs | X9 | x10| x11
3Ha4veHne buta, XR’ aRE 1 [S08 0] O |ReNEeE 0| O] 1 |01 1 1 |pb|[0
1T F|IE 6 FIEE| ;|| E|"E| @ 1 |s11]1
enmaescpapa: (LI T OB TA TATOT 4T A P[4 1 T
1 111 1 S3
HoarETay 0[0JOJO|O O[O A1 1 |1 [ 1] 1] 1|1 [ss]0

OO6Hapy>KeHHYIO IBOMHYIO OIIMOKY HEBO3MOKHO MCIIPaBUTH (110 aHAJIOTUU CO ciiydaeM 3.0), T. K. BEKTOp
cuaapomoB S = (1 1 0 0) moka3eiBaet, uto ommodka B Oute ¢ Homepom 00112 =310 (X1), x0T Ha camMoM zierne
oOku B 6utax 4 (r3) u 7 (x4).

Kak orMmeuanoch BBIIIC, CCJIM KOJTUYCCTBO omIMoOoK Oolee ABYX, UCIIOJIb30BAHUC KOJa XpPMMHUHTa HCKOPPCKTHO.



Ecnu B 0110Ke JTaHHBIX HEYETHOE KOJIMYECTBO OIIMOOK, TO MApUTETHBIN OUT paBeH 1. [1o sToMmy npusHaky
MO>KHO YCTaHOBHUTbH HaJMUYME OLIMOKHU B JaHHBIX, HO HE KOJMYECTBO 3TUX onOoK. Hampumep, TpoiiHas ommnbka
MOXET J1aTh pa3JIMYHbIE BEKTOPA CUHHIPOMOB, B T. Y. U HYJIEBOMU.

Homep nosuyum buta T2 s 5 | 6 8| 9 (10111213 14| 16
Obo3Ha4eHue buta r|r2| x| k| x2| x3| xa| ra| xs| x6 | x7 | xs | X9 [ X10 | X11
3HaveHne buta, XR’ RSN RONEN 0| O |NONEDE 0] 0. 1 .0 |1 1 1 [pb|1
HEAREIEAERAEAREIE A EAEAEAE AEAE AR AR
ﬁsgg::g:ﬂwe womepa | O] T OO [T [ T[0T O 11100 1] 1][s]0
0|00 1[1]1[1[0]O0O[O]O0O][1]1 1 1 |53 |0
s sttt 0jojo0JojO0Jo o 111|111 1|1 ss]0

[Tpu yeTBepHOIi omMOKE BO3MOXHA CUTYAIHs, YTO aJITOPUTM JAEKOANPOBAHHUS BOOOIE HE OOHAPYKUT (pakT
HAJINYHS OIIMOKH, T. K. HTAPUTETHBINA OUT OyneT paBeH 0, a BEKTOpP CUHAPOMOB — HYJIEBOM.

Homep nosuyum buta 2 3 B S5 | 6 8| 9|10 11|12 13| 14| 15
Obo3Ha4eHue buta || xi|m|x2|x3|X4| rs| xs| x6 | X7 | Xs | X3 | X10 | X1
3HaveHune buta, XR’ 0j0|1]1[0]J]0[O0Of(O0O]O[O]1[0]1 1 1 |pb|0
HEARIE IRAEAREIE I RAEAERAE IEAE I ENE IR
ﬁgg;::::newe womepa |01 1] OO [T [ T[0T O 1100 1] 1]s]0
AT AEREAERNEAN AN E AR AE A 1 [s3]0
oA prONTE, N oJoJoJojo oo 1|11 A ][ 1] 1 [s]0

ECC na 6a3e ko0B X9MMHUHTa UCIIOJIB3YETCS IPU XPaHEHUH JIaHHBIX KaK Ha MarHUTHBIX HOCUTENSIX, TaK U B
ONEpPaTUBHON MaMSTH.

15.6. Ucnonp3oBanne D11

[Tpenpaymmii croco0 IS mepeaadd U XpaHSHHsI KpUTHIHBIX JTAaHHBIX (KOH(HISHITHATEHON HH(DOPMAIHH WITH
UCTIOJTHSEMBIX KOMITOHEHTOB (ACtiveX, eXe-Motysiei 1 T. 11.)) He TOTUTHCS. 3M0YMBIIUICHHUK MOXKET
MOJIMCHUTH TIepeIaBacMbIe JAHHBIC K KOHTPOJIBHYIO CYMMY K HHUM, T. K. QITOPUTM T€HEPaIi KOHTPOJIBHBIX
JAHHBIX HE SBIISETCS CEKPETOM M MOXKET OBITh U3BECTEH JIFOOOMY KeNlaoemMy.

B cnyqae ucnonszoBanus JLII ata mpobiema pemaercs. Kpome Toro, MOKHO Takke yOSIUTHCS, YTO
COOOIIIEHUE TPHUIILIO OT TOTO, KTO 3HAET CEKPETHBIN KITI0Y BJIAJIENbIIa TOAIUCH.

B Windows 2000 u XP Bce cucremubie ¢aitisl 1 apaiBepsl (¢ pacimpenusmu SYs, dll, ocx, ttf, fon u exe)
3amunieHs! ¢ nomouibio DL, [lanHas ¢pyHKIms padoTaer B HOHOBOM pEKUME U 3alHUIIAET Bce (aiibl,
ycraHoByieHHbIe iporpammoit Windows Setup. Eciiu HoBast Bepcust He SIBJISIETCS KOPPEKTHO#, TO OHA
3aMeHseTcs Konuei u3 kataiora %SystemRoot%\System32\Dllcache wmu mucka auctpudyrusom. Io



YMOJTYAHHIO 3Ta (PYHKIUS aKTUBUPOBAHA U MO3BOJISIET BHIIOJIHUTH 3aMEHY (DaiJIOB TOJNBKO B CIIy4ae YCTaHOBKH
cnegyronmx BuaoB [10:

- cepBUCHBIX nakeToB Windows;

- nucTpuOyTHUBHBIE MakeThl Truma Hotfix;

- oonosnienue Bepcun OC ¢ momoripio Winnt32.exe;

- [TO Windows Update.

JIi1s yCTaHOBKH HJIM MPOCMOTPA OILUI 3aIMThI CUCTEMHBIX (hailioB HeoOxoanMo BbIOpaTh «Moii koMmbroTep \
nyHKT MeHio CBoiicTBa \ Bkiasika O6opynoBanue \ kHomnka [loanuceiBaHue 1paiiBEpoBy.

MapameTpel NOGNACLIBAHWA ApaiBepa

B mpouecce YCTaHOBKH 000pyY A0ESHKA CHCTEMa \Windows MoweT
OBHAPYHMTE NPOrpakiHOE DBeCneYeHHe, HE MpoWeaEs TeCT
Co0TEETCTEHA Windows Logo, (floYemy aToT TECT BEameH. )

—HKakHe AEACTEMA OT CHETEMBE! Windows Bbl oHAAETET

() MponyckaTh - YCTAHAENHEATE NpOrPatHOS OBECnEYEHHE H He
ZAMNPAWMEATE YTEENH AEHHA

(®) MpeaynpexaaTh - Ka% Al pas NpeANaraTs Eeibop AeACTEHA

9] BNOKMpOEATE - 3aNPETHTE YCTAHOBKY HENOAMMCAHHOMD APSHEEDS
NparpaMMHorD obecneqYeHHA

— B AMHMHUCTRATHEHEIM NapaMeTp

MCnonE30EaTE ABHCTEME B KAYECTEE CHCTEMHOMD MO YMONYaHMHD

Ok I | OTHEHA

Puc.15.6. [TapameTps! noANKCHIBaHUS IpaiiBEpOB

JI71st TpOBEpKU CUCTEMHBIX (hailyIoB MOXKHO BOCIIOJIB30BAThHCS CTAHAAPTHON YTHIMTOW KOMaHIHOU cTpoku SfC.
exe (System File Checker). B ciryuae oOHapy»xeHUsI HEKOPPEKTHO Bepcu (haiia oHa OyneT mpyu BO3MOKHOCTH
3aMeHeHa.

C moMoIIbI0 CTaHAapTHOM yTHinTH SigVerif. exe MokHO BBISIBUTH Bee (aiiibl B nmanke %SystemRoot% ne
MMEIOLIUE MOMHICH.



£ Pesynbratsl npoBepIM Nognch
ChenyolmMe dakinel HE NOLAMCaHE! UMSPOE0H NOQMHMCER:

lmA B nanke 3MEHEH Trn hakina BepckA

g Mvwcpsk.blp ciwindowsihelp 09.03.2002  adn "HLP" OTCYTCTEVET
e mvwcpslblp ciwindowsihelp 09.03.2002  adn "HLP" OTCYTCTEVET
g nvwcpsy, hlp chwindowsihelp 09.03.2002  darn "HLP" OTCYTCTEYET
g nvwcpthLhlp i hwindowsihelp 09.03.2002  darn "HLP" OTCYTCTEYET
g nvewcptr hlp chwindowsihelp 09.03.2002  darn "HLP" OTCYTCTEYET
g vwcpzhc. hlp  chwindowsihelp 09.03.2002  darn "HLP" OTCYTCTEYET
g Mvwcpzht.hlp  chwindowsihelp 09.03,2002  Parn "HLP" OTCYTCTEYET
g QENErCEvp Y windowshnview 09.03.2002  dafn "TvP" OTCYTCTEVET
e Amicpl B %E Ciwindowsisystem3z 09.03.2002  @afn "EXE" 6,13,10,2832
.’_:I [icdll, il Ciwindowsisystem3z 24.09.2002  KomMnoHEH, .. 5.1.2600,1106
g nvd_dispodl cwindowshsyskem3z 09.03,2002 arn "DLL" 6,13,10,2832
e Ml dll Ciwindowsisystem3z 09.03,2002 arn "DLL" 6,13,10,2832
e Tviey il CHiwindowsisystem3z2 09.03,2002 Marn "DLL" 6,13.10,2332
e Mvinsknik, dll CHiwindowsisystem3z2 09.03,2002 Marn "DLL" 6,13.10,2332
e Mrvagimk, il criwindaowsisyskemn3z 09.03,2002 Makn "DLL" 6,13.10,2832
e Mgtk dll ciwindowsisyskemn3z2 09.03,2002 Makrn "DLL" 6,13.10,2832
e nvrsar . dll Chwindows)system3z2 09.03.2002  ann "DLL" 6.13.10.2832
e Nvrscs, dll chwindows)system3z2 09.03.2002  adn "DLL" 6.13.10.2832

HafgeHo dafnoe: 3290, Moankcado: 2106, He noankcado: 184, He npocmoTpeHo: 1000,

Puc.15.7. Pe3ynabpTaThl NpOBEpPKU MOANUCH APAUBEPOB

15.7. Ucnionws3oBanue MAC-konoB

Kon mpoBepku moumuaHocTH coobmenus (Message Authentication Code, MAC, uMuTOBCTaBKa), H3BECTHBIN
TaKKe Kak KoJ| MpoBepku mommHHocTH AaHHbix (Data Authentication Code, DAC), npezacrasisieT cob6oit
OJIHOHAIIPABJIEHHYIO XelI-(DYHKIINIO ¢ J0OABJIEHUEM 3aKPBITOTO KIII04a. 3HAYCHHE XelI-00pa3a 3aBUCUT HE
TOJIBKO OT TOKYMEHTa, HO U OT Kitova. B kauectBe mpumepa MAC-ko1a MOKHO IPUBECTH TTOCTEAHUNA 64-
OuTOBBI 070K, Moydaemsbii npu mmppoBanuu DES B pexxime CBC (Cipher Block Chaining, cierienue
6moxoB mudpa) [8].

Cdepa npumenenuss MAC-konoB ananorunyna S, Tonpko B otinume ot DI ans ux renepanumn
HCIOJIb3YETCS] CHMMETPUYHOE U (POBAHUE.

15.8. KomOuHMpOBaHHBIE METOBI (HA MTPUMEPE )KECTKIUX MATHUTHBIX JHCKOB)

CTpyKTypa CeKTOpa *KECTKOr0 MarHUTHOTO JMCKa Ha CIeYIOIeM PUCYHKE.



DUanyecKos ApOCTRPAHCTES CeKTOpA

4

Hoctynue nonsbaosarento J '

-

Puc.15.8. CtpykTypa cekTopa KeCTKOI0o MarHUTHOTO JIMCKa

CekTop COCTOUT M3 3arojoBKa-uAeHTU(UKATOPA U 00JIacTH JaHHBIX. Hagano cexropa nmomeuaercs
CIICUATBHBIM 0aliTOM - agpecHbIM MapkepoM (1). OH ciIyKHT JJ1si COOOIICHUSI KOHTPOJIEPY O TOM, YTO CEKTOP
HAXOJIUTCS MO/ TOJIOBKOM. 3aTeM CIEeYIOT STYCHKH, B KOTOPBIX COACPIKUTCS YHUKAIBHBINA apec CEKTopa B
dopmate CHS (2) u ero KoHTpoJIbHASI CyMMa JJIsl TPOBEPKHU LEIOCTHOCTH 3anmucaHHoro aapeca (3). 512 6aiit
JAHHBIX MTOJIH30BATEIIS IOMEIIAIOTCS B OTACIBHOM 10JI€ (4), K KOTOPOMY TIPH 3aIHCH JO0ABISIETCS HECKOIBKO
JECATKOB OalT M30BITOUHOM HH(POPMALINH, TIPETHA3HAYCHHOM JIJIsI KOPPEKIIUH OIMOOK YTEHUS C TOMOIIBIO
ECC-kona (5). Psmom ¢ nanHbsIMEU pa3memmaercs 4 Oaiita mukinndeckoid KOHTpobHOH cymMMbl (CRC) naHHbIX,
KOTOpAst CITY>KUT JIJIsl IPOBEPKH IEJIOCTHOCTH JJAHHBIX T0JIh30BATEISA, M COOOIECHHS CUCTEME KOPPEKIIHU
omuOOoK 1pu ee HapymeHun (6). s 6onee Hae)KHON padOTHI CEKTOPA MPH KOJICOAHUSIX CKOPOCTH BPAICHUS
uMeroTcs 6anThI-podens (7). Y HEeKOTOPHIX BUHYECTEPOB UMEETCS IONOIHUTENbHBIN 0alT mocie AM - B Hem
CEeKTOp momevaercs Kak bad.

Bad-cexTopsI (auri. bad - mioxoii, HeroaHbIiH) eCTh Ha TOOBIX BUHUeCTepaX. Kak Obl THIATENBHO HE OBLTH
W3TOTOBJICHBI MX JTMCKH, HAa KQKIOM U3 HUX HalJIETCsS HECKOJIBKO MECT, 3alUCh WM YTCHUE KOTOPBIX
conpoBoxxaaercs omuOkamu. Kpome Toro, Ha HUX BCTPEYarOTCsl YYaCTKH OBEPXHOCTH, KOTOPBIE MOTYT CO
BpeMeHeM repepacTti B gedekTsl. [103ToMy Ka/blii HAKOTTUTEb MOCIE H3TOTOBIICHUS Ha 3aBOJIC, TIPOXOUT
TIIATETIbHOE TECTUPOBAHUE, B MPOIIECCE KOTOPOTO BBISABISIOTCS HCIIOPUYSHHBIE CEKTOPBI. OHU MOMEYAIOTCSI KaK
HETOJTHBIC U 3aHOCSTCS Ha TUCK B CICUABHYIO Tabauiy - nedekt-nmuct (P-list, Primary-list). Kpome
3aBojickoro P-list'a nepexro Hakonutens umeer emie G-list (Grown-list) - B Hero 3aHocsiTcs cBeaenbs o bad-
CEeKTOpax, 0OHAPYKEHHBIX B IPOIIECCE IKCILTYyaTaI[HH.

JJist TOTO, 94TOOBI y MOJIB30BATENS CO3/IaTh WILTIO3UIO OTCYTCTBHS Je()EeKTOB Ha TUCKE, HA HEM UMEETCS
pe3epBHas 00J1acTh C 3aNIaCHBIMU JOPOXKKAMHU WIIH 3aIIaCHOM CEKTOp Ha KaKIou Joposkke. CriennanbHbIi
«TPaHCIIATOP» IUCKA MPOITycKaeT uepe3 ceds Bce oopamenus BIOS, OC u npuKIIagHbeIX MPOrpaMM K CEKTopam
U B cllydae HEOOXOUMOCTH TIEPEHAIIPABIIET UX B pe3epBHYI0 001acTh. Tosibko B ciydae nepenoiaHenus G-list
Ha JIUCKE TOSABJISIOTCS «BHIUMbIe» bad-cexropa.

[Toutn Bce BUHYECTEPHI, BBIMYIIEHHBIE TIOCTE 95-T0 ro/ia, UMEIOT CUCTEMY ONIEPATHBHOTO HAOJIIOACHHUS 32
cBouM coctosiueM - S. M.A. R.T. (Self Monitoring And Reporting Technology). Dta TexHOJIOTHsI TO3BOJISET B
11000€ BpEMS OIICHUTD TaKHE BaXKHBIC TaPaMETPhl HAKOIUTES, KaK KOJIMYECTBO OTPaOOTaHHBIX YaCOB, YKCIIO
BO3HUKIIIKUX B MPOIECCE YTCHUS/3aMCH OMTHOOK M MHOTOE JIPYTOe.



Cranmapt SMART-II pernameHTHpyeT BBHITIOJIHEHUE BHYTPEHHEN TUArHOCTUKHU. JTa (YHKIIMS OCHOBAaHA Ha
MIPOBE/ICHUH CEPHM ABTOHOMHBIX BHYTPEHHHUX TECTOB U MpPEIHA3HAYCHA JJISl YIITyOJIEHHOTO KOHTPOJIS 32
COCTOSTHMEM MEXaHUKU HaKOMHTEsl, TOBEPXHOCTH TMCKOB U MHOTHX JPYrux mapameTpoB. [locie BoimonHeHus
TECTOB, HAKOIUTENb JOJDKEH 3amuchiBaTh nmokasanus B SMART-atpulyThi.

Jlnst mpocMoTpa Smart-craryca >KeCTKOTo JIMCKa UCTIONB3YIOT IPOrpaMMBbl, Ha3bIBaeéMble SMart-MoHUTOpaMH.
Onna u3 Hux - SmartMon (http://www. kursknet. ru/~boa/delphi/SmartView. zip, ¢ ucxoaupiMu TekcTamMu Ha
[Tackaie).

B C:\DOCUME~1'WVA~1.DVGLOCALS~1\Temp\_tc\SmartMon.exe

Data for Drive Wumher 0O
Attribute Structure Revision Threzhold Structure HRevision

Id —Attribute Mame-— —alue— -Threzhold— —Worst Ualue— —-Raw Ualue-—
Raw Read Error Rate ol 34 b4 OooOBEYDFEZ 4
Spin Up Time m m 88 nininininininininiofolm}
Start~Stop Count 1000 20 100 Oooooooononns s
Reallocated Sector Count 36 njnjoiooininioioiooie
Seek Error Rate Jm Onons16C?E4
Power On Hours GCount 0] 76 OINDDOOOmNE3 D
Spin Retry Count 27 nininininininininininin
Power Cycle Count 20 nnjolooioininin s
Temperature OIDOOOOmnn2 E
CUnknown attributel OOOOBYDFEZ 4
Current Pending Sector Count njnjololoinininloloron
Uncorrectabhle Sector GCount njnjoioloiooiololoroo
UltraDMA CRC Error Rate ninininininininininioim}
Hrite Error Rate ninjolooinininlolololns
CUnknown attributel njnloiooininioioloron
tUnknown attributel 010001000318
CUnknown attributel DADA DA DADADE
Spin Retry Count e nsRnininininininin}
Reallocation Events Count 651 D4 DOMNDnmn
CUnknown attributel njnlolololoinfinlolololo}

EEEEEEEEEEE

ress 4<Enter® to continue

Puc.15.9. Pesynbrar mpoBepKH KeCTKOTo JUCKa porpammoi SmartMon

[Mpumeuanue. Raw Value — ¢paktuueckoe 3Hauenue, Threshold — momyckaemoe mpou3BoIUTENIEM TOPOTOBOE
3HAYCHHE.

Mexay SMART-aTpudyTaMu 1 COCTOSIHUEM ITOBEPXHOCTH CYIIECTBYET HEKOTOpask B3aUMOCBs3b. PaccMoTpim
T€ U3 HUX, KOTOPbIE HMEIOT MpsiMOe oTHoIIeHHne kK bad-0mokam.

Raw read error rate (1): konuuecTBo omKOOK YTeHHs. Y MHOTHX BUHUECTEPOB (HampumMep, y Seagate u
Fujitsu) onu Bcera BbIlIe HYIIs, HO eciii 3HaYeHue Value HaxoauTcs B Tpeiesiax HOPMBI, OIlacaThCsl HEYero.
DTO «MSITKHE» OMIMOKH, YCIICITHO CKOPPEKTUPOBAHHBIE AIEKTPOHUKON HAKOMTUTES U HE MPUBOJISIINE K
UCKaKEHUIO TaHHBIX. OMacHo, KOT/ia 3TOT MapaMeTp Pe3KO CHIDKACTCS 32 KOPOTKUH CPOK, MEPEXO/Is B JKEINTYIO
30HY. DTO TOBOPHT O CEPbE3HBIX IMPOOIeMax B HAKOMHUTENE, O BO3MOYKHOM TOsIBICHUH Dad-CeKTOpOB B
Omkaiiiiee Bpemsl.

Reallocated sector count (5): 4uciio nepeHa3HAYSHHBIX CEKTOPOB. ITH aTPUOYThI TOKA3BIBAIOT KOJTHUYECTBO
CEKTOpOB, MepeHa3HaueHHbIX G-list. Y HOBBIX BUHUECTEPOB OHU 00SI3aTENILHO JOJIKHBI OBITh PaBHBI HYIO. Eciin



UX 3HAUCHHE OTIIMYACTCS OT HYJISI, TO 3TO O3HAYAET, YTO BUHUECTEP y)KE ObUI B YIIOTPEOICHUH, HA HEM
nosiBisuIHCh bad-cexTopa.

Current Pending Sector (197): atot arpu0yT OTpaskaet COACPKUMOE «BPEMEHHOT0» Ie(EeKT-IHCTa,
NPUCYTCTBYIOIIETO HAa BCEX COBPEMEHHBIX HAKOMUTENAX, T. €. TEKYIIee KOJTUIECTBO HECTAOMIBHBIX CEKTOPOB.
DTH CEeKTOpPBI BUHYECTEP HE CMOT IpoYecTh ¢ TiepBoro pasa. [lone Value storo atpubyra mokassiBaeT olriee
KOJINYECTBO CEKTOPOB, KOTOPHIE HAKOIUTEIb B JAHHBI MOMEHT CYMTAET NPETEHICHTaMH Ha IIepeHa3HaYeHUE B
G-list. Ecnu B nanpHelinemM Kakoi-ToO U3 3TUX CEKTOPOB OY/ET MPOYNTaH (WIH IIEPENUCaH) YCIEIHO, TO OH
UCKJIIOYAeTCS U3 CIIUCKA IPETeHIeHTOB. [locTOsIHHOE 3HaYeHNE ITOr0 aTpudyTa BBIIIE HYIS TOBOPUT O
HET0JI/IKaX B HAKOIHUTEIC.

Uncorrectable Sector (198): moka3biBaeT KOJIMYECTBO CEKTOPOB, OMIHOKK B KOTOPHIX HE YAaJI0Ch
ckoppekTupoBatb ECC-komom. Eciu ero 3HaueHue BbIllie HYJIS, TO 3TO 03HAYACT, YTO OYEHb CKOPO BO BpeMs
3anmcu gaHHbIX OC HapBeTCs Ha ATOT CEKTOP M B PE3yJIbTaTe KaKkas-HUOYAb BaKHAS MH(POPMAIHS WIN
CHCTEMHBIHN (paiiil OKa)XyTCsl UCTIOPYECHBI.

[Tocmotpets 3HaueHnss SMART-arpubyToB MOKHO Takke B mporpamme SiSoftware Sandra.

".Gln'lﬂmum.lau,m o ATA/ATAPI - SiSoftware Sandra

% 3TO OKHO COAEpHMT NoApobHele cEeaeHHA ob yoTpoRcTEax ATAMATAPL, NoAKNHIYEHHED: K 3TOH CHCTEME,

AaanTep 4 ATA KoHTponnep 0 ;|
¥CTPOACTED wod ATA YCTPORCTED (HECHEMHOE) =i
2NemMeHT JHaYEHHE
9 flaHHEIE SMART
y/ YacToTa NoOABNEHHA aWKAoK NpH 4TeHKH (01) 54099 (Mopar 34; ¥vAllees sHaYeHHe 72 Make, 64)
‘/ Bpema packpyTEM wikHAenA (03) 0 {Mopor 0; ¥vawee sHaqdeHwe 90; Makc, 83)
1,/ K.ONMYECTED WHENOE 3any Ck/0CT SHOE WwikHAaenaA (04) 83 (Mopor 20; ¥y awee sHadeHke 100; Makc, 100)

\/ F.ONMHECTED NEPEHASHAYEHHBIX CEKTOROE (05) 12 (Mopor 36; ¥y awee sHaqeqHe 100; Make, 1000

v/ YacToTa NOABNEHHA OWKAOK NOSHUHOHKPOEaHKA BMC (071 40892 (Mopor 30; Xyawes sHa4eHHe S0; Makeo, 60)

q,/ KonM4ecTED 0TRA00TaHHER YacoE (09 3901 (Mopor 0; Xy Ales SHaYeHWe 96; Makc, 96)
y/ K.omHMYecTED NOBTOROE NANBITOK CTaPTa WAHHAERA (0A) 0 (MNapor 97; ¥walles sHaYeHKe 100; Make, 1000
‘/ F.onMYeCcTED NONHER: WHMENDE SanyckalocTaHosa (0C) 1769 (Mopor 20; Evawee sHaqeHke 99; Makc, 99)
1,/ TeMnepaTypa AMCKa [C2) 47 (Mopor 0; ¥vawee sHadeHke 47; Makc, 51)
y/ F.ONMHECTED MCAPABNEHHE owHbor ECC (T3] 64099 {Mopor 0; ¥yAwes sHa4eHHE 72; Mako, 64)
v/ F.oAHMYECTED HECTAAMNEHED CEKTOpOE (C5) 0 (Mopor 0; ¥yAWwes sHa4eHWe 100; Matko, 1000
q,/ K.oMMYECTED HECKOPPEK THROBSHHER: oMbk (6] 0 (Mopor 0; ¥yAwes sHadeHKe 100; Mako, 1000
y/ Qflee KoMHYeCTED awkbok, CRC (C7) 0 (Mapor 0; ¥yAWes sHaYeHKE 200; Makeo, 2000
‘/ HacToTa NoAENeHKA OWHDDK 3anMck AaHHer: (C3) 0 {Mopor 0; ¥vawee sHaqdeHwe 100; Makc, 253)
1,/TC.'5. 0 {Mopor 0; ¥vawee sHaqdeHwe 100; Makc, 253)

BEodXEt 00 b /X R "

Puc.15.10. Pe3ynbTat mpoBepKH ®KecTKOro aucka nporpammoint SiSoftware Sandra

BOHpOCLI IJIL CaMOIIPOBCPKHU



1. Ilepeuncnure OCHOBHBIE CLIOCOOBI KOHTPOJIS LIETTOCTHOCTH.

2. Yto Takoe OUT YETHOCTH U KaK C IMOMOIIBIO HET'O OCYHIECTBIIACTCA KOHTPOJIb IIEJIOCTHOCTH ?

3. lns yero npeanasHaueHa rexunonorus S. MLA. R.T.?



